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EDITORIAL

FDA Spyware in Your Processing?
Implications of Remote Monitoring in a Process
Analytical Technology Environment

ew regulatory initiatives often produce

paranoid responses. These over-reactions

are often a result of initial rumors fueled

by less-than scrupulous consultants or by

misinterpreted statements reported out of
context from unscripted regulators.
toring capability” incorporated into the emerging Process
Analytical Technology (www.fda.gov/cder/OPS/PAT.htm)
initiative is a prime example.

The “remote moni-

Put the fear back in the closet:
not lead to unannounced or secret FDA electronic visits,
unscheduled remote audits, or regulatory spying on indus-
try processing activities.

remote monitoring will

Process Analytical Technology

Process Analytical Technology (PAT) is a Food and Drug
Administration regulatory initiative designed to bring prov-
en controls from the petroleum, chemical, and other indus-
tries to the production of pharmaceuticals and biotechnolo-
gy products. A PAT committee is currently in place and will
probably make final recommendations in late 2005 or early
2006. Expect a PAT guideline to be issued in 2006 and that
PAT will represent the state of the art by the decade’s end.

The rationale behind PAT is simple: the approach allows
maximum control of product processing (and hence safety)
at minimal cost. PAT accomplishes this balance by imple-
menting three concepts:

Continuous Monitoring: Rather than relying solely on
end-stage quarantine and quality assurance testing, PAT
calls for continuous monitoring. Therefore, problems with
contamination, quality, dosage, etc. can be detected early
and corrected immediately.

Cybernetic Monitoring: Continuous monitoring not only
detects problems, but also self-corrects those problems when
possible. A self-correcting system (cybernetic) can respond
more rapidly to subtle deviations from programmed limits
and parameters. Consider how much more efficient it is to
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set your home thermostat (a cybernetic device) rather than
constantly stoking or banking your furnace.

Remote Monitoring: The capability for remote monitor-
ing must be included to maximize the cost efficiency and
control of a PAT system. For example, remote monitors
at a PAT electric generation plant constantly examine
turbines for excessive heat and wear. A single monitoring
station, such as the Atlanta-based GE Power facility, can
monitor hundreds of power plants all over the globe. The
centralized monitoring allows cost-efficient highly expert
examination.

These three elements — continuous, cybernetic, and remote
monitoring — constitute a Process Analytical Technology
system that can maximize quality control and safety while
minimizing unnecessary costs related to reworking prod-
uct, discarding contaminated materials, redundant quality
assurance checks, and inefficient processing.

Remote Implications

It is the “remote” capability that raises concerns. Yes, it
makes sense that a centralized corporate monitoring station
can maximize the efficiency of quality control. But who else
can potentially access the process? Will FDA, faced with
ever-tighter budgets, try to monitor production facilities
from central offices to avoid expensive on-site visits? And if
s0, are unannounced visits a future possibility?

An installed web-based system could be monitored any-
where and by anyone who has the appropriate access codes.
But those codes and a more important legal “code” will
prevent unannounced FDA spying. Current FDA internal
regulations, intellectual property rights, and regulatory law
require that FDA investigators identify their presence and
present appropriate authorizing credentials prior to any
visitation. Even in our electronic age, a field investigator
is legally required to inform you of two key elements: pres-
ence and purpose. Although a theoretical exception might
be made in a criminal investigation, even that rare circum-
stance would require a specific court order.
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However, even without the legal restrictions, FDA’s internal
constructs preclude any interest in covert investigation. When
an FDA investigator visits your facility, the purpose is to
observe best practices, not the minor variations that are inevi-
table in daily operations. FDA investigators are well aware
that their presence is known. The investigator appropriately
assumes that a minor variation from established Standard
Operating Procedures (SOPs) is significant because of your
awareness of being observed. However, in an unannounced
observation, investigators would not see best practices but
normal variance, which would make it impossible to evaluate
the implications of the variations. Unannounced electronic
visits will not occur not only because of legal restrictions, but
because an announced visit is a better way of understanding
what is really happening in a facility uncluttered by extrane-
ous activities. The investigatory construct relies on recogni-
tion of the visit.

A remote capability does provide the technology to allow
invited access for specific purposes. For example, if a purity
problem has arisen in a vaccine facility, a remote capabil-
ity might be employed to solicit analysis, suggestions, or
approvals from FDA investigators. The investigators could
view real-time processes without the necessity of a formal
visit. Such remote access conferences would be invited, spe-
cific, and could involve a one-time pass code.

Additionally, remote access has a number of other important
uses unrelated to the fear of unauthorized spying. In case of
a question or problem, an outside consultant, vendor, or col-
league at another location could examine the process while
conferring without the costs, delays, and hassles of a trans-
global visit. The resulting speed of response could again
maximize quality assurance while minimizing related costs.

One of the most important uses for a remote access PAT
could significantly increase Quality Assurance departments’
efficiency. Consider a fermentation plant with ten vats. A
QA person moving from vat to vat would miss observing any
single vat 90 percent of the time (actually, between walking
time, breaks and other responsibilities, even a 10% observa-
tion window is highly optimistic). That same individual
sitting in front of a remote monitoring screen could simul-
taneously observe the key variables in all ten vats. And, of
course, when the vats are located in ten different time zones,
traveling between them for live observation becomes even
more problematical.
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Possibilities

A PAT system with a remote monitoring capability would
permit more frequent and steady quality monitoring accom-
panied by a related increase in expenses. To maximize the
investment, several additional controls are possible.

Because of computer systems’ retention capability, a remote
(and hence computerized) monitoring system could central-
ly record and archive all or selected production parameters.
The subsequent records could: first, prove a regulatory
control track record; second, be analyzed to provide clues
for increased production efficiency; and third, provide an
additional safety control in case of problems or recalls.

Ultimately, a centralized cross-company remote monitor-
ing system, similar to the turbine monitoring system used
in power plants, could provide 24-hour highly specialized
control of production systems. Such a centralized monitor-
ing bureau (voluntary and commercial rather than govern-
mental) would provide a secondary product quality control
and immediate notification of any emerging or potential
problems.

Summary

Process Analytical Technology is an emerging FDA initiative
calling for continuous, cybernetic, remote monitoring of
production processes. The “remote” capability has recently
been the focus of some adverse and paranoid speculation in
the press and the industry. The reality is more benign and
much more promising.

The installation of remote monitoring will not initiate an
era of unauthorized FDA access or unannounced spying.
Internal controls and inspection constructs will provide
more than adequate protection.

Remote capability will, however, enhance the potential for
invited remote conferences with regulators, vendors, and
consultants. PAT will improve the efficiency of quality
assurance personnel and can ultimately lead to a new capa-

bility for improved automated centralized monitoring.

The end result will not be regulatory spying, but an enhance-
ment of safety controls without a significant increase in costs.

Sandy Weinberg, Ph.D. (sand.weinberg@ge.com) is senior
director, Fast Trak—Vaccines, GE Healthcare, Piscataway, NJ.





